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INTRODUCTION
DIVIDING AMERICA: How Russia Hacked Social Media and Democracy is a 
primer on Russia’s use of social media to interfere with American politics 
before, during, and after the 2016 United States presidential election. 
It contains more than one hundred images of Russian propaganda that 
were gathered from publicly available sources.

I offer them to you for the assistance they may provide in understanding 
and explaining how Russia prosecuted its secret misinformation campaign 
against America, and as a warning of things to come. DIVIDING AMERICA 
offers an opportunity to examine the extent of Russia’s interference in 
American elections, just in time for the 2020 presidential election. 

In January 2017, the United States intelligence community concluded that:

“Russia’s goals were to undermine public faith in the US 
democratic process … [and] to help President-elect Trump’s 
election chances when possible by discrediting Secretary Clinton 
and publicly contrasting her unfavorably to him.” 1

The Central Intelligence Agency, the National Security Agency, and the Federal 
Bureau of Investigation each concluded that Russian Federation President Vladimir 
Putin directly ordered this attack on American democracy. According to the Mueller 
report, the Russians:

“… conducted social media operations targeted at large U.S. 
audiences with the goal of sowing discord in the U.S. political 
system. These operations constituted active measures… a term 
that typically refers to operations conducted by Russian security 
services aimed at influencing the course of international affairs.” 2

While their ads and posts typically supported extreme right-wing causes and Donald 
Trump—first as a candidate and then as President — Russia’s mission was not to support 
specific policy objectives or outcomes. Its purpose was and is to divide Americans. 

1  “Intelligence Community Assessment: Assessing Russian Activities and Intentions in Recent US Elections”: The Analytic 
Process and Cyber Incident Attribution.” ICA 2017-01D. Office of the Director of National Intelligence. 6 January 2017. Page ii. 

2  Mueller, Robert S., III. “Report On The Investigation Into Russian Interference In The 2016 Presidential Election,  
Volume I.” Washington, D. C. March 2019. Page 14.
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They seek to fracture our country along every possible line—race, class, gender, sexual 
orientation, religion, country of birth, cultural mores, and political belief.

Russia’s tactics are well understood and have been described in greater detail in 
the Mueller report and elsewhere. The Russians had their agents pretend to be on 
all sides of many of our most contentious issues. They study us, becoming experts 
in mimicking online behavior. They use common, if at times stilted, vernacular 
and well-known representations of popular culture to portray themselves as real 
Americans in the online communities that they infiltrate. They then use outrage and 
fear to provoke and polarize, ridicule, and dehumanize. They push their audiences 
to take ever-more extreme positions and treat those who disagree with contempt 
and disdain, unworthy of consideration or reconciliation. Nations have used agent 
provocateurs to sow discontent and instability among their enemies for centuries. 
The Russians have now used the Internet to take the tactic to scale.

When I first reviewed the evidence documenting this extended attack on 
America, two questions immediately came to mind: What does it say about us 
when propaganda from a hostile nation is indistinguishable from the imagery and 
vocabulary of a significant portion of our current political discourse? And what does it 
say about our country that a foreign adversary would see our diversity as a weakness 
they could exploit to threaten our national security?

My years in the United States Senate have coincided with the rise of social media 
in every aspect of our lives, including our politics. I have often worried that the 
anonymity of a social media comment section affords us the lazy convenience 
of indulging our emotional reactions. Isolation and distance make it too easy to 
diminish one another. By contrast, during face-to-face interactions, we are obliged 
by proximity to regard our shared citizenship and humanity.

The Russians understand that we have not yet figured out how to use social media 
productively to democratize our republic and strengthen our governing institutions. 
They exploited this weakness, amplifying and weaponizing some of the most 
corrosive elements of online behavior. 

We may never eliminate our worst tendencies, but we can find ways to mitigate 
against them. Our democracy—and democracies everywhere—still need to find ways 
to bring the democratic virtues of a terrestrial town hall to the internet. Doing 
so would be a worthy and important project for someone in America (probably 
someone under the age of 25) to undertake. 
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The underlying challenge we are facing—and the vulnerability the Russians are trying 
to exploit—has and will always be with us. The goal of solving this problem was a 
central project of our country’s Founders, one that they enshrined in the traditional 
motto of the United States: “E pluribus unum.” How do we make one out of many? 
How do we weave together a single nation from seemingly countless factions? 

Their solution—pluralism—has been at the heart of America’s exercise in republican 
government. Our Founders understood that we would always have disagreements, 
and had seen where their suppression by a tyrant ultimately led. They created a 
system in which the process of finding resolutions made our differences a strength, 
not a weakness. 

Our Founders believed that citizens, supported by the freedoms of speech, 
assembly, religion, and the press, could use the mechanism of elections to distill  
our diverse viewpoints into directives that could guide our governing institutions  
to create a more imaginative and durable future than any king could ever provide. 

In the model our Founders created, citizenship is a bond of trust—a commitment 
to work out our differences to our shared benefit. We have always struggled to 
strike a balance between the virtue of generously welcoming those who share our 
aspirations and the temptation of hoarding the benefits of belonging to ourselves.

Americans have, more often than not, understood that the vitality of additional, 
diverse voices enrich our democracy and that welcoming new citizens does not 
diminish the rights of people who were already here. While we have not always been 
perfect in our progress, we have generally landed on the side of strengthening and 
extending the ability of people to act as citizens for themselves, their families, and 
the country. As a result, we have avoided the sorts of sectarian hatred that rage in 
other parts of the world. 

The images of Russian-generated social media content in this book reflect a 
sophisticated and protracted operation to spark similar hatred and rage here in 
America, undermining our faith in our country and in one another. Most of these images 
are nearly indistinguishable from posts made by real Americans. The Russians didn’t 
create the divisions around which their social media audiences were based—they merely 
revealed and exacerbated them. Every American should find this troubling.

I hope this book serves as a reminder of what happened and as a tool for 
recognizing similar attacks in the future. I hope it also provides an opportunity to 
pause and take stock, so we might turn away from the polarized future for America 
the Russians have tried to encourage.

– Michael Bennet, July 2019
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THE RUSSIAN ATTACK 
ON U.S. DEMOCRACY

“I. Project Lakhta and Efforts to Interfere with U.S. Political System 

8.  Since at least 2014, known and unknown individuals, operating as part of a 
broader Russian effort known as “Project Lakhta,” have engaged in political 
and electoral interference operations targeting populations within the Russian 
Federation and in various other countries, including, but not limited to, the 
United States, members of the European Union, and Ukraine. Since at least May 
2014, Project Lakhta’s stated goal in the United States was to spread distrust 
towards candidates for political office and the political system in general. 

9.  Beginning in or around mid-2014 and continuing to the present, Project Lakhta 
obscured its conduct by operating through a number of Russian entities, 
including Internet Research Agency LLC (“IRA”)… 

10.  Concord Management and Consulting LLC and Concord Catering (collectively 
“Concord”) are related Russian entities with various Russian government contracts. 
Concord was the primary source of funding for Project Lakhta operations...

11.  Yevgeniy Viktorovich Prigozhin is a Russian oligarch who is closely identified with 
Russian President Vladimir Putin... Prigozhin controls Concord, which has been paid 
by the Russian government to feed school children and the military. Concord and 
Prigozhin spent significant funds to further the Project Lakhta operations. “ 3

3 United States of America v. Elena Alekseevna Khusyaynova. No. l:18-MJ-464. United States District Court, Eastern 
District of Virginia, Alexandria Division. 28 September 2018. Paragraphs 8–11. https://www.justice.gov/opa/press-release/
file/1102316/download
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The Russian Internet Research Agency (IRA) began operations in  
St. Petersburg, Russia in 2013 and continued to operate well into 2018.  
It was run like a marketing agency and employed over a thousand  
people who worked around the clock. Its budget exceeded $25 million.

A partial list of digital platforms used by the Russians include:

 » Facebook

 » Twitter

 » Instagram

 » YouTube

 » Vine

 » Gab

 » MeetUp

 » LiveJournal

 » Reddit

 » Tumblr

 » Pinterest

 » Medium

 » PokemonGo

Examples of the Russians’ social media posts and reach:

Facebook: The Russians created approximately 61,500 unique Facebook posts 
across 81 pages. These posts generated 76.5 million engagements and reached 
an estimated 126 million people.

Twitter: The Russians produced approximately 10.4 million tweets across 
3,841 accounts. Roughly 6 million of these were original tweets that generated 
roughly 73 million engagements.

Instagram: The Russians made approximately 116,000 posts across 133 
accounts that generated 187 million engagements from an estimated 20 million 
affected users.

YouTube: The Russians posted approximately 1,100 videos posted across 17 
account channels.
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TOOLS OF 
INFORMATION 
WARFARE

“III. Manner and Means of the Conspiracy 

15. The Conspiracy has sought to conduct what it called internally “information 
warfare against the United States of America” through fictitious U.S. personas 
on social media platforms and other Internet-based media.” 4

4 United States of America v. Elena Alekseevna Khusyaynova. No. l:18-MJ-464. United States District Court, Eastern 
District of Virginia, Alexandria Division. 28 September 2018. Paragraph 15. https://www.justice.gov/opa/press-release/
file/1102316/download
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TOOLS OF INFORMATION WARFARE: 

Paid Advertising
One of the many tools the Russians used to divide America was paid 
online advertising, often in the form of sponsored social media posts that 
were designed to entice other users to “like” the content and the page 
that produced it.

The Russians created a website called DoNotShoot.Us, a searchable database of 
stories of people killed and injured by police officers, and linked to it through a 
Facebook page called “Don’t Shoot.” 

DoNotShoot.Us users, and presumably Russian operatives, could create petitions 
calling for justice for victims, the release of bodycam footage, and the creation of 
memorials. They were promised “Promotion to our 300k audience…” and “Direct 
delivery to decision makers...” 

Ads enticing users to join “DON’T SHOOT” targeted people with an interest in  
“Cop Block,” another online community interested in reporting police misconduct. 
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TOOLS OF INFORMATION WARFARE: Paid Advertising

Russian content targeting left-wing audiences consistently promoted the 
candidacies of Senator Bernie Sanders and Jill Stein, both before and after  
former Secretary of State Hillary Clinton had secured the nomination. 

The Russians created many Facebook pages, including “Bernie Sanders for 
President.” This page existed only briefly and primarily shared images of  
Senator Sanders. 

On August 3–4, 2016, it ran the paid ad “WE THE PEOPLE,” calling on people 
who were interested in Senator Sanders’ candidacy to sign a petition to disqualify 
Secretary Clinton as a presidential candidate. It’s unclear who created the 
Whitehouse.gov petition linked to the effort. 
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TOOLS OF INFORMATION WARFARE: Paid Advertising

On the second-to-last day of the 2016 presidential primaries, six states held 
elections or caucuses—California, Montana, New Jersey, New Mexico, North Dakota, 
and South Dakota. For Democrats, the events would determine the allocation of 694 
delegates to the Democratic National Convention—the second-largest number of 
delegates available on a single day during the primary season. 

On the day before these primaries, however, the media reported that Secretary 
Clinton had obtained the 2,383 delegates she needed to secure the Democratic 
Party’s nomination for president, crushing the hopes of Senator Sanders’ 
supporters, who were frustrated by the role that superdelegates played in 
determining the outcome.

In response, on the day of the primaries, June 7, 2016, the Russian account “Born 
Liberal” ran the ad “THE ONLY POLITICIAN…” targeted at the more than two 
million Facebook users who liked Senator Sanders. On the surface, the goal of the 
ad seemed to be to win voter support for Senator Sanders. With the nomination 
already determined, however, the content of the ad seems to point to longer-
term goals: driving Senator Sanders’ supporters away from Secretary Clinton and 
influencing how they would vote in the 2016 general election.

During his victory speech later that night, Republican presidential candidate Donald 
Trump would say, “For all the Bernie Sanders voters who will be left out in the cold 
by a rigged system of superdelegates, we welcome you with open arms.” 5

5 Jamieson, Amber. “Trump to Bernie Sanders Supporters: ‘We Welcome You with Open Arms’.” The Guardian, Guardian 
News and Media, 8 June 2016, www.theguardian.com/us-news/2016/jun/07/donald-trump-bernie-sanders-supporters-
clinton-nomination.
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TOOLS OF INFORMATION WARFARE: Paid Advertising
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TOOLS OF INFORMATION WARFARE: Paid Advertising
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TOOLS OF INFORMATION WARFARE: Paid Advertising

Born Liberal then ran the ad “BERNIE SANDERS: THE CLINTON FOUNDATION IS 

A PROBLEM” on June 8, 2016. It featured a quote from Senator Sanders’ June 5, 
2018 interview with CNN’s Jake Tapper. The ad’s remaining text contained additional 
editorializing from Born Liberal: 

“Because that is a fact. The Clinton Foundation is nothing more than 
an “organized crime” at it’s [sic] finest, in which we are investing our 
taxpayers’ money! Hillary has no problem in accepting foreign money 
from the countries, like Saudi Arabia. Hillary has no remorse about 
taking money from countries that abuse the rights of women, while she 
has always had her own alleged feminist stance. She does not refrain 
from receiving money from the countries that prosecute, torture and 
execute LGBT on the legal basis, although Hillary has always been a 
“defender” of the minorities. So, why are so many people going to vote 
for her? That’s a secret for me. What’s your opinion on that point?” 6

6  “State of the Union with Jake Tapper - Transcript.” CNN, Cable News Network, 5 June 2016, 9:00 PM,  
transcripts.cnn.com/TRANSCRIPTS/1606/05/sotu.01.html.
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TOOLS OF INFORMATION WARFARE: 

Algorithmic Impact
Computer algorithms allow sophisticated marketers to predict how 
different audiences will react to media content, based on their 
engagement with it. The more data that is fed into these algorithms 
about who clicks, comments, or shares different types of content—and 
who doesn’t—the better their predictions become.

When marketers use algorithms to test their messages and images, they 
learn how to influence buying behavior and generate greater sales. When 
the Russians used algorithms to test their content, they were learning 
how to generate greater outrage, distrust, and division. 

The Russians’ Instagram account “American Made” regularly took content that was 
already popular with gun enthusiasts and rebranded it for its own purposes. The 
post “A MAN’S MAN,” which featured TV personality Mike Rowe, was originally 
created by—or attributed to—the National Rifle Association (NRA) and their logo 
appeared at the top left of the image. 

The Russians’ addition of “Like if you agree” to the image served multiple purposes. 
Liking, sharing, or commenting on a post gives the source of the post permission 
to keep talking to you. It also tells the source of the post that you reacted to its 
content. All online marketers use the permission that comes from a liked or shared 
post to continue placing information into a user’s feed, so they can track the 
person’s reactions over time and learn what matters to her or him. By exposing 
more provocative and polarizing posts to users who liked or shared less offensive 
posts like “A Man’s Man,” the Russians were able to identify—and exploit—the fault 
lines that divided Americans.

Also, when users like or share a post, they are pushing that post into the feeds of 
some of their friends and helping the source of the post to build its audience. Liking 
and sharing spread Russian content to users who may not have seen it before and, 
since it was coming from a trusted, familiar source, gave it extra credibility.
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TOOLS OF INFORMATION WARFARE: Algorithmic Impact

The “PRESS LIKE TO HELP JESUS WIN” ad from “Army of Jesus,” one of the 
Russians’ many social media accounts, uses an even stronger call to action. Army 
of Jesus frequently defended then-candidate Donald Trump and attempted to 
elevate his candidacy, even as allegations of un-Christian behavior emerged during 
his campaign. On several occasions, Army of Jesus content featured images of 
Democratic nominee Secretary Hillary Clinton and her running mate, Senator Tim 
Kaine, who were made to look like Satan.

“LIKE IF YOU BELIEVE, KEEP SCROLLING IF YOU DON’T” from Army of Jesus 
was one of the Russians’ most consistently popular posts. It was cynically designed 
to play on the desire of Christians to provide witness to their faith to generate likes. 
They occasionally changed the image of Jesus to match the iconography of the 
religious groups they were targeting.

The Instagram and Facebook accounts for Army of Jesus ran this post a half 
dozen times. Prior to the 2016 election cycle, this was the Russians’ most popular 
Instagram post with 87,750 likes. When they reposted this meme three months later, 
it drew another 84,469 likes and 2,177 comments, making its repost the Russian’s 
second-most-popular Instragram post.
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FICTITIOUS 
PERSONAS, PAGES, 
AND GROUPS

16.  Members of the Conspiracy, posing as U.S. persons, operated fictitious social 
media personas, pages, and groups designed to attract U.S. audiences and to 
address divisive U.S. political and social issues or advocate for the election 
or electoral defeat of particular candidates. These personas, groups, and 
pages falsely claimed to be controlled by U.S. activists when, in fact, they were 
controlled by members of the Conspiracy. Over time, these accounts became 
the Conspiracy’s primary means to reach significant numbers of Americans 
for purposes of interfering with the U.S. political system…

26. Members of the Conspiracy were directed to create “political intensity through 
supporting radical groups, users dissatisfied with [the] social and economic 
situation and oppositional social movements.” The Conspiracy also sought, 
in the words of one member of the Conspiracy, to “effectively aggravate the 
conflict between minorities and the rest of the population.” 7

7 United States of America v. Elena Alekseevna Khusyaynova. No. l:18-MJ-464. United States District Court, Eastern 
District of Virginia, Alexandria Division. 28 September 2018. Paragraphs 16 and 26. https://www.justice.gov/opa/press-
release/file/1102316/download



DIVIDING AMERICA20

FICTITIOUS PERSONAS, PAGES, AND GROUPS: Born Liberal

FICTITIOUS PERSONAS, PAGES, AND GROUPS: 

Born Liberal
The Russians repeatedly picked audiences it wanted to target and 
created fictious social media personas, pages, and groups to appeal 
to them. Each of these accounts sought to reinforce the targeted 
audience’s sense of group identity–in terms of how members of the 
audience were both similar to one another and different from groups 
with opposing views. Posts to these accounts were designed to elicit 
strong emotional reactions, either by calling out shared values or by 
ridiculing the audience’s opposition.

Russian pages like “Born Liberal” regularly posted memes such as the 
coarsely worded “REPUBLICAN LOGIC,” “DEPORT REPUBLICANS,” 
and “HOW CONSERVATIVES SEE THE WORLD” to mock Republicans 
and castigate them as being narrow and simple-minded. Born Liberal 
encouraged its followers to hold conservatives in contempt and think 
of them not as Americans who happened to have different perspectives, 
but as enemies whose opinions are beneath consideration. 
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FICTITIOUS PERSONAS, PAGES, AND GROUPS: Born Liberal
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FICTITIOUS PERSONAS, PAGES, AND GROUPS: Born Liberal

Art is often meant to provoke. It challenges us to feel deeply and think critically, and 
to talk with one another about those feelings and thoughts. “A Tale of Two Hoodies” 
is a purposefully provocative painting by artist Michael D’Antuono that was inspired 
by the killing of Trayvon Martin. 

The Russians appropriated “A TALE OF TWO HOODIES” for their own use multiple 
times. They used the image to create memes for several of their pages targeting the 
black community and turned the image into a Facebook ad for Born Liberal calling 
on people to resist racism. The ad was targeted at people who were interested in 
liberalism or libertarianism.
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FICTITIOUS PERSONAS, PAGES, AND GROUPS: Born Liberal

Born Liberal shared many memes promoting environmentalism. It opposed 
the Dakota Access Pipeline, and in posts like “The Biggest 5 Oil Companies,”  
it contrasted billion-dollar subsidies for hyper-profitable energy companies 
like Exxon Mobil, Shell, and BP with “CLOSING PUBLIC SCHOOLS.” 

These posts may have served goals beyond rallying liberals and criticizing energy 
policy. According to a report released by the Republican leadership of the U.S. 
House of Representatives’ Science, Space, and Technology Committee, Russian 
internet specialists may have attempted to undermine U.S. energy companies and 
energy technologies such as fracking to improve Russia’s economic position in 
global energy markets. 8

8 Dillon, Jeremy. “Russians Meddled in Energy Policy, Science Committee GOP Says.” Roll Call, 1 Mar. 2018, www.rollcall.
com/news/policy/russians-meddled-in-energy-policy-science-committee-gop-says.
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FICTITIOUS PERSONAS, PAGES, AND GROUPS: Merican Fury

FICTITIOUS PERSONAS, PAGES, AND GROUPS: 

Merican Fury
The Russian’s “Merican Fury” account is the flipside of Born Liberal. It 
worked to reinforce the group identity of its conservative target audience, 
which translated into a program of emotionally provocative, polarizing 
posts extolling conservative values and mocking liberals. 

The Russians made disparaging Muslims a common theme across many of their 
Facebook pages and Instagram accounts targeting the right wing. In Merican Fury’s 
“BEST JOB IN THE WORLD” meme, the Russians presented an image of a man 
in a pig suit who is engaging with a man presumed to be Muslim. Pork is haram 
(forbidden) by Islam and is the only meat Muslims must never eat. The “humor” 
of the post is the joy the man in the pig suit is taking in (presumably) making the 
Muslim man uncomfortable, while still being paid to do his job. 
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FICTITIOUS PERSONAS, PAGES, AND GROUPS: Merican Fury

The Russians’ right-wing accounts regularly framed immigration, refugee policy, 
and other issues of world affairs in terms of security. The post “ZERO TERROR 

ATTACKS IN JAPAN” from the Merican Fury Instagram account contains an image 
and headline from a May 4, 2017 article from The Telegraph, a newspaper in the 
United Kingdom.9 The meme draws a causal connection between Japan’s lack 
of terror attacks and its restrictive refugee policy and implies that keeping out 
refugees eliminates terror attacks.

On July 24, 2017, The New York Times ran an op-ed entitled “Why I Take My Gun to 
School” that was written by Antonia Okafor, an activist who favored “campus carry” 
gun legislation and who was a first-year graduate student at the University of Texas, 
Dallas.10 In her op-ed, Ms. Okafor argued that a woman’s “right to choose” should be 
expanded to include how she chooses to defend herself, even if she does so with a 
concealed handgun. Her column drew both positive and negative online comments.

The next day, TheBlaze.com, a site that describes itself as “...source for the most 
thought-provoking personalities and conservative ideas that are not available 
from traditional media outlets,” ran an article about the op-ed and the comments 
it generated under the headline “Black woman writes about getting a gun for 
protection. NY Times readers don’t like that one bit.” The article featured an image 
of Ms. Okafor holding two handguns that she had previously posted on Twitter  
and her website.

The Merican Fury Instagram account appropriated both Ms. Okafor’s image and 
the headline from TheBlaze.com’s article to create the meme, “BLACK WOMAN 
WRITES ABOUT GETTING A GUN.” 11 The abortion-related text below the image 
and headline did not appear in Ms. Okafor’s op-ed or TheBlaze.com’s article. It is 
another example of how the Russians altered other people’s content to reflect more 
extremist positions and foment stronger reactions.

9  France-Presse, Agence. “Not Welcome: Japan Refuses More than 99 Percent of Refugee Applications.” The Telegraph, 
Telegraph Media Group, 4 May 2017, www.telegraph.co.uk/news/2017/05/04/not-welcome-japan-refuses-99-percent-
refugee-applications/.

10 Okafor, Antonia. “Why I Bring My Gun to School.” The New York Times, The New York Times, 24 July 2017, www.nytimes.
com/2017/07/24/opinion/why-i-bring-my-gun-to-school.html.

11  Urbanski, Dave. “Black Woman Writes about Getting a Gun for Protection. NY Times Readers Don’t like That One 
Bit.” TheBlaze, 13 Dec. 2018, www.theblaze.com/news/2017/07/25/black-woman-writes-about-getting-a-gun-for-
protection-ny-times-readers-dont-like-that-one-bit. 
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FICTITIOUS PERSONAS, PAGES, AND GROUPS: Merican Fury
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FICTITIOUS PERSONAS, PAGES, AND GROUPS:

South United 
“South United” was a page that the Russians created to appeal to 
southerners with an affinity for Confederate history and culture. The 
content from this page, and its accompanying Instagram account, 
frequently incorporated Confederate flag images. 

The South United meme “MY BATTLEFLAG IS RACIST?” is one example of how the 
Russians appealed to what they believed were the interests of southerners: women, 
guns, and Confederate pride. The South United accounts reinforced those interests 
through repetition, building a group identity around pride in southern Confederate 
heritage and anger at the perception that such pride was inappropriate or racist.

“HERITAGE NOT HATE” used Confederate flag visuals and a popular phrase to 
reinforce cultural pride. They co-opted the phrase multiple times in paid Facebook 
ads, where they attempted to speak the language of their target audience by placing 
it alongside other emotionally resonant slogans such as “The South will rise again!”

Targeting data for this ad reveals that the Russians saw South United’s audience as 
Americans of all ages from all across the United States, with a specific focus on those 
interested in the Confederate flag, the Confederate States Army, and southern pride.
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FICTITIOUS PERSONAS, PAGES, AND GROUPS: South United
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FICTITIOUS PERSONAS, PAGES, AND GROUPS: South United

This South United post, “NASCAR JESUS,” uses a joking mashup of stereotypical 
images of southern culture to thematically reinforce in-group camaraderie and 
culture: Jesus (religion), who is flanked by a singer in a cowboy hat (country  
music), holding a rifle (gun appreciation) and a Mountain Dew (redneck pride),  
while standing in front of a Confederate flag (southern pride) and a NASCAR sign 
(stock car racing).

The Russians posted “HEAD EXPLODES” to the South United account with an 
extremely clear call to action: like it and share it to “own” your liberal enemies. 
Including calls to action on Facebook and Instagram content increases their 
distribution for free, and the Russians used them frequently.
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Black Matters 
“Black Matters” was South United’s polar opposite. It was a Russian media 
brand that portrayed itself as an independent black media outlet. The 
Russians created a full website—blackmattersus.com—to look like a news 
service. Black Matters ran accounts on many different social platforms, 
including Facebook, Instagram, Tumblr, and SoundCloud. 

Most of Black Matters’ posts focused on themes of pride or alienation (or both) 
among the black community. Many featured positive images of black men, women, 
and children while referencing sources of inspiration and examples of achievements 
that spoke to aspects of black identity. 

While these posts were primarily positive, many of them also carried additional 
messages. “LOST IN A BOOK,” for example, features a positive image of children 
reading but uses it to evoke resentment toward the mainstream media. It references 
existing concerns among members of the black community about how they have 
been and continue to be portrayed.
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From November 3–10, 2016, Black Matters ran an ad sharing the story of 
“SERGEANT MAJOR EMILY PEREZ” who, when she was killed on September 12, 
2006 in the Iraq War, became the first black female U.S. military officer to die in 
combat. The ad targeted people with an interest in Martin Luther King, Jr.,  
Malcolm X, Black History, and the Civil Rights movement.
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Black Matters posts that were more negatively framed frequently featured officer-
involved shootings and drew parallels between the killing of black men today and 
atrocities from prior eras like lynching and slavery. 

Using memes with compelling visuals like “THEY NEVER LOVED US,” the Russians 
repeatedly co-opted the violence and pain experienced by the black community to 
draw people into a disinformation campaign to divide Americans.
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Stop All Invaders 
The post “NO SUCH THING AS A LAW-ABIDING ILLEGAL IMMIGRANT” sums up 
the perspective of the Russian account “Stop All Invaders” or “Stop A.I.,” where 
immigrants were framed consistently as freeloaders and criminals.

Facebook counts any interaction with a page or its posts as an “engagement.”  
As measured by the number of engagements, Stop All Invaders was the Russians’ 
most popular Facebook page. Combining likes, shares, comments, and reactions, 
Stop All Invaders provoked 12.5 million engagements by Facebook users. 

Stop All Invaders was one of several Russian pages that used images of veiled 
women to reinforce the narrative that Islam persecutes women. The hijab was 
featured in a variety of controversial posts, as were images of Muslim women who 
had been disfigured by attacks. “PRAYING TO THE ONE BELOW” is one example.
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The Russians used the ad “TAKE CARE OF OUR VETS” to recruit Facebook users 
to like the Stop All Invaders page. 

This may be a simple ad, but it uses multiple persuasion techniques. It implies a 
problem—that America needs to be saved. It delineates an easy-to-join in-group—
people who think America is worth saving. It evokes a widely held value—the 
country’s obligation to care for military veterans. It reinforces its point with the 
iconic and emotionally moving image of U.S. Marines raising the American flag 
over Iwo Jima. It offers fulfilling our obligation to veterans as the way to save 
America. It defines a common enemy. And, by referring to that enemy by the 
derogatory term of “illegals,” it establishes the credentials of Stop All Invaders as 
an authentic part of the far-right.

This ad targeted Americans whose Facebook interests included immigration, 
politics, or “the Invaders.” It was released on Cinco de Mayo, May 5, 2016, two days 
after then-candidate Trump clinched the Republican nomination for president 
and forced Senator Ted Cruz out of the race. This ad reinforces Trump’s divisive 
rhetoric about immigration and can be read as an attempt to consolidate support 
among conservative voters following a bitter primary with Cruz.
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Instead of focusing on how caring for veterans makes you a patriotic American, 
Stop A.I.’s post “CUTS VETERANS ASSISTANCE” asserts its opposite: Failure to 
support veterans and rewarding a common enemy–in this case, Syrian refugees– 
is a betrayal of America. 

This meme was based on an article from RedFlag News, a news aggregator that 
describes itself as “conservative in tone.” FactCheck.com also debunked the article: 

“The article… combines two separate stories: a gap in VA funding 
and the increased aid to Syrian refugees. While the VA experienced 
a gap of $2.6 billion in 2015 for one program, this shortfall was 
covered with money from another VA fund. President Obama 
didn’t “cut” veterans funding, as the headline claimed, and the 
temporary shortfall did not have to do with the administration’s 
decision to increase aid for refugees. Also, the $4.5 billion figure 
for humanitarian aid to refugees is a total for fiscal years 2012 
through 2015.” 12

12 Nurik, Chloe. “VA Funds and Syrian Refugees.” FactCheck.org, 6 Dec. 2017,  
www.factcheck.org/2016/04/va-funds-and-syrian-refugees/.
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United Muslims of America 
The Russian Facebook page “United Muslims of America” was the 
opposite of Stop All Invaders. United Muslims of America focused both 
on creating pride among American Muslims and on exacerbating their 
feelings of alienation. Like the Russians’ other pages, United Muslims  
of America created content about real atrocities and added identity  
and political narratives. 

The meme “ROAD-RAGE” refers to the case of Nabra Hassanen, a 17-year-old 
Muslim woman who was murdered by Darwin Martinez Torres, an undocumented 
immigrant from El Salvador. 

Nabra and her friends had gone to McDonald’s for a predawn meal following 
Ramadan prayer services and were returning to their mosque when a boy in their 
group who was riding a bicycle got into an altercation with Torres, who was driving 
his car. Torres followed the group back to the mosque parking lot, got out of his 
car, and chased them while brandishing a baseball bat. Torres struck Nabra and, 
while her friends fled, put her in his car and drove to a nearby location, where he 
assaulted her a second time. After Nabra died of “blunt force trauma to her upper 
body,” Torres dumped her body in a pond near his home.

Nabra and the other girls in her group had been wearing Muslim robes known as 
abaya, and the local Muslim community believed her murder was an anti-Muslim 
hate crime. Police investigators, however, concluded Torres’s murder was related to 
the road rage incident and opted not to prosecute Torres for a hate crime. Social 
media reacted with outrage, which the Russians then picked up and amplified.13

13 Ramirez, Stephanie, and Mallory Hughes. “Nabra Hassanen, Muslim Teen, Killed after Leaving Virginia Mosque.” USA 
Today, Gannett Satellite Information Network, 19 June 2017, www.usatoday.com/story/news/nation-now/2017/06/19/
nabra-hassanen-assaulted-killed-after-leaving-mosque-police-say/408012001/.
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On March 13, 2016, then-candidate Trump wrongly claimed on Fox News that a Pew 
Research Center survey found that “27 percent, could be 35 percent” of the world’s 
1.6 billion Muslims “would go to war” with the United States. 14  15

United Muslims of America ran the video “MESSAGE FROM MUSLIM AMERICAN 

KIDS” four days later, featuring a young Muslim girl concerned about her place in 
America. The ad targeted people who liked United Muslims of America’s Facebook 
page or friends of those who had.

In its meme “ISN’T IT TIME,” United Muslims called attention to the double 
standard of asking that we not judge all gun owners because of the acts of a few 
while branding all Muslims as terrorists.

14 “Can Donald Trump Unify a Republican Party He Fractured?” Fox News, Fox News, 13 Mar. 2016, web.archive.org/
web/20160314064253/http://www.foxnews.com/transcript/2016/03/13/can-donald-trump-unify-republican-party-
fractured/.

15 Farley, Robert. “Trump’s False Muslim Claim.” FactCheck.org, 16 Mar. 2016, www.factcheck.org/2016/03/trumps-false-
muslim-claim/.
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IN DEMOCRATIC 
INSTITUTIONS

“III. MANNER AND MEANS OF THE CONSPIRACY 

15. The Conspiracy has a strategic goal, which continues to this day, to sow division 
and discord in the U.S. political system, including by creating social and political 
polarization, undermining faith in democratic institutions, and influencing U.S. 
elections, including the upcoming 2018 midterm election.” 16

16 United States of America v. Elena Alekseevna Khusyaynova. No. l:18-MJ-464. United States District Court, Eastern 
District of Virginia, Alexandria Division. 28 September 2018. Paragraph 15. https://www.justice.gov/opa/press-release/
file/1102316/download
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To succeed in dividing Americans, the Russians needed to attack the things 
that have helped hold Americans together, even when we have vehemently 
disagreed. They called into question foundational beliefs about American 
democracy and civil society and tried to persuade Americans that our 
political system had failed us. And they sought to shake our faith in each 
other, arguing that America’s real enemies were other Americans.

In posts like “WHISTLEBLOWER HEROES,” the Russians portrayed Julian Assange, 
Chelsea Manning, and Edward Snowden as heroes. They were framed as patriots who 
had nobly fought the U.S. establishment’s war machine or the “deep state.”
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Beyond sowing doubt about fundamental government and civic institutions, the 
Russians sought to turn Americans away from the democratic process. Russian 
efforts, like “I WON’T VOTE” from the account “Blacktivist,” served both their short- 
and longer-term goals.

While the Russians supported presidential candidates Senator Bernie Sanders and Jill 
Stein in the Democratic primaries, their efforts on their behalf were designed mainly 
to undermine the candidacy of Secretary Hillary Clinton. “I Won’t Vote” and similar 
posts suggesting voters boycott the election sought to suppress the vote among black 
Americans, who had historically supported Democratic presidential nominees. 

These posts raised a larger question, beyond the 2016 election: Was voting even worth 
it? A pluralist representative democracy only works if its citizens have sufficient faith 
that the democratic process provides opportunities for their points of view to be 
heard and their interests addressed. Creating a crisis of faith about democracy would 
leave Americans with no recourse for addressing their concerns and no reason to 
work with people with different perspectives.
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The Russians doubled-down on their efforts to undermine the legitimacy of 
American democracy with the post “#VOTERFRAUD” from the account “Angry 
Eagle.” It features a screenshot of a tweet posted by one of their Twitter personas, 
@TEN_GOP or “Tennessee GOP.” 

The screenshot Angry Eagle used, however, betrays the post’s source. The text in 
the “follow/following” button in the upper-right corner, and above the “Retweet” 
and “Like” counts in the lower-left corner are in Cyrillic, indicating the image was 
created by someone using the Russian-language version of Twitter.
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The Russians appropriated the anti-authority imagery of the hacktivist group 
“Anonymous” through posts like “A SINGLE BEE.”

Anonymous is a decentralized online community whose members hide their identities 
and use internet activism, vigilantism, and pranks to achieve loosely defined shared 
goals. Anonymous presented itself as subversive, revolutionary, and—most of all—
secret. When appearing in public or issuing public statements, Anonymous members 
wear Guy Fawkes masks like those worn by the character “V” in the graphic novel and 
film “V for Vendetta.”

Anonymous’ hacktivism/vigilantism has targeted churches, governments, and 
corporations and supported WikiLeaks, the Occupy movement, and the Arab Spring. 
Anonymous received attention by using the internet to create a new form of politics: 
coordinated, mass direct action campaigns on a global scale that could be initiated in 
minutes without any pre-existing organizational structure. Anonymous also received 
attention for its cyber-attacks, leading to the arrest of dozens of its members in the 
U.S., Europe, Asia, and Australia. In 2012, Time named Anonymous one of the “100 Most 
Important People” in the world.17

At different points during the 2016 U.S. presidential election, groups representing 
themselves as Anonymous “declared war” on both then-candidate Donald Trump and 
Secretary Clinton. Because Anonymous members are, in fact, anonymous, the Russians 
were able to easily create its own page purporting to be an Anonymous “chapter” and 
leverage the Anonymous dissident mystique. The Russian Anonymous account ran 
primarily anti-government memes that reinforced the idea of government as the enemy.

17 Gellman, Barton. “Anonymous - The World’s 100 Most Influential People: 2012.” Time, Time Inc., 18 Apr. 2012, content.
time.com/time/specials/packages/article/0,28804,2111975_2111976_2112122,00.html.
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Through a Facebook account called “Heart of Texas,” the Russians provided the 
most extreme answer possible to the doubts they were raising about America and 
its institutions: secession. Beyond focusing on Texas identity and pride, featuring 
Texas imagery and praising Texas culture, Heart of Texas openly advocated that 
Texas secede from the United States.

In its May 2016 sponsored post “TEXAS STAY CHRISTIAN,” Heart of Texas 
simultaneously promoted Texas pride and Islamophobia. The post was targeted 
to reach people who were interested in Texas and who lived within 50 miles of 
Houston, Texas, and it called on them to take “Type Amen,” an action that would 
help the Russians better target them for future content. The statistics at the  
bottom of the post show that it received 6,300 comments. 
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Targets for Heart of Texas’s enmity went beyond Muslims to include what it 
described as a “liberal cesspool full of all sorts of ethnic and sexual minorities”  
in its post “WHY CAN’T I FLY MINE.” 

With posts like “FEDS KILL PEOPLE,” Heart of Texas also worked to leverage 
protests to attract real-world audiences and generate real-world dissent. 

LaVoy Finicum was the spokesperson for the militia group Citizens for Constitutional 
Freedom, which seized and occupied Oregon’s Malheur National Wildlife Refuge on 
January 2, 2016. The Malheur occupation had been led by Ammon Bundy who had 
previously participated in an armed standoff at his father’s Nevada ranch in 2014. 
Following six weeks of occupation, Finicum and others attempted to leave the site by 
running a roadblock on February 11, 2016. While being arrested, Finicum reached for 
a handgun he had concealed in his pocket and was shot and killed by a state trooper. 
Members of the militia group and its supporters claimed Finicum was cooperating 
with police when he was shot. A Nevada lawmaker went so far as to claim Finicum 
was “just murdered with his hands up.” Officials later released video of the incident 
to disprove these claims.18

This armed standoff had attracted worldwide attention. Anti-government activists 
and people sympathetic to the militia’s cause reacted strongly to Finicum’s death, 
which the Russians saw as an opportunity. Working to amplify American outrage 
about real-world events was a hallmark of Russian operations and aligned with their 
objectives to create societal division and unrest.

18 Miller, Michael E. “LaVoy Finicum, Ore. Occupier Who Said He’d Rather Die than Go to Jail, Did Just That.” The 
Washington Post, WP Company, 27 Jan. 2016, www.washingtonpost.com/news/morning-mix/wp/2016/01/27/lavoy-
finicum-ore-occupier-who-said-hed-rather-die-than-go-to-jail-did-just-that/?utm_term=.89ab3214a084.
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“29. Since at least in or around 2015, the Conspiracy used social media platforms 
to create thousands of social media and email accounts that appeared to 
be operated by U.S. persons and used them to create and amplify divisive 
social and political content targeting a U.S. audience. These accounts were 
also used to advocate for the election or electoral defeat of particular 
candidates in the 2016 and 2018 U.S. elections, to post derogatory 
information about a number of candidates, and, on occasion, to promote 
political donations against particular candidates. 19

19 United States of America v. Elena Alekseevna Khusyaynova. No. l:18-MJ-464. United States District Court, Eastern 
District of Virginia, Alexandria Division. 28 September 2018. Paragraphs 29. https://www.justice.gov/opa/press-release/
file/1102316/download
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President Barack Obama
While the Russians’ activities focused heavily on exploiting division 
in American society, it leaned into political topics during the 2016 
presidential campaign.

Throughout its 2015-2017 operations, the Russians disseminated content that was 
strongly opposed to President Barack Obama. The Russians regularly used President 
Obama as a symbol of and focus for the grievances of right-wing audiences. This was 
not unique. It was a strategy that the Russians adopted from pages and sites created 
by American advocates for conservative causes and interests. 

For example, a frequent narrative of legitimate right-leaning accounts has been 
that social liberalism has led to a decline in American exceptionalism. With the post 
“KENNEDY V. OBAMA,” the Russians copied a photo of sign expressing one take on 
this point and relabeled it as content from their American Made account.
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Russian propaganda was often indistinguishable from authentic American political 
discourse, particularly when it came to the narratives promoted by Donald Trump, 
both as a candidate and as president.

Before he ran for president, Trump spent years trying to persuade Americans that 
President Obama had been born in Kenya and should not have been eligible for the 
Presidency. He also regularly suggested President Obama was a Muslim. 

The post “TRAITOR IN OUR MIDST” from the Russian Stop All Invaders page 
evokes these claims. Its image is heavily manipulated. The text accompanying 
it alleges that President Obama had betrayed the nation and that, as a pawn 
of “Arabian Sheikhs,” he would enact a refugee policy to bring their soldiers to 
America to terrorize the nation. 

The Russians’ right-leaning accounts returned to these themes when questions 
began to be raised about candidate Trump’s ties to Russia. In the meme “MUSLIM 

BROTHERHOOD,” Stop All Invaders sought to obscure the issue—and attack the 
mainstream media’s credibility—by claiming President Obama had “ties” to the 
Muslim Brotherhood that were being ignored.

In “GOODBYE EVERYONE,” another post from Stop All Invaders, the Russians 
merged President Obama’s image with Osama bin Laden’s to visually support the 
claim that he tried to turn America into a Muslim state. 

“Goodbye Everyone” was shared on January 22, 2017, just two days after President 
Trump’s inauguration.
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At the same time that the Russians’ far-right conspiratorially-minded accounts 
were portraying President Obama as a foreign-born Muslim who had betrayed 
the United States to terrorists, its accounts appealing to Muslim audiences were 
running posts like “DID YOU KNOW,” depicting him as a warmonger who had 
attacked Muslim countries.
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Secretary of State Hillary Clinton
Impugning the integrity of Secretary of State Hillary Clinton—and urging 
her defeat in the primary and general elections—were themes across all  
of the Russian Facebook pages and Instagram accounts.

As recounted in the Mueller report, “By February 2016, internal IRA documents 
referred to support for the Trump Campaign and opposition to candidate Clinton…” 
and directed Russian operators to “…use any opportunity to criticize Hillary [Clinton] 
and the rest (except Sanders and Trump–we support them).”20

The post “THE WORDS OF A FEMINIST” appeared on a Russian Instagram account 
called “Feminism_Tag,” focusing on people interested in how different types of 
discrimination overlap with gender. While the account primarily posted feminist 
adages and inspirational memes, it also included content devoted to undermining 
Secretary Clinton’s support among women who would have presumably been part  
of her base of voters.

20 Mueller, Robert S., III. “Report on the Investigation Into Russian Interference In The 2016 Presidential Election,  
Volume I.” Washington, D. C. March 2019. Page 23.
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Much of the anti-Clinton content circulated on the Russians’ right-leaning sites was 
nearly indistinguishable from the hyper-partisan material produced by authentic 
far-right media. A substantial portion of the Russians’ content, including the post 
“EVERY DAY,” was simply pirated by the Russians and rebranded for their accounts.

The Russians also combined the right-wing slogan “HILLARY FOR PRISON” with 
doctored images showing Secretary Clinton behind bars to give the followers  
of its right-leaning pages a shared enemy to rally around.

Rumors about Secretary Clinton’s health grew into full-blown conspiracy theories 
during the 2016 campaign. Some suggested that she had a body double, while 
others maintained she was suffering from a variety of diseases. The Russians 
amplified these claims and spread them through several of their accounts. 
“HILLARY FOR HOSPICE,” for example, insinuated that she was at death’s door.
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The Russian account Heart of Texas, which advocated for Texas to secede from 
the United States, was very concerned about defending Christianity in America. 
In “HILLARY STAY AWAY FROM TEXAS,” they make this mission political, citing 
claims from evangelical pastors from Texas and Ohio that Secretary Clinton’s 
positions were “wicked and evil.” 

This was not an uncommon position for religious conservatives in America to 
hold. As was its common practice, however, the Russians turned real positions into 
misinformation that they then circulated to their hundreds of thousands of followers. 

According to Snopes.com, the photo included with the post’s texts of Secretary 
Clinton shaking hands with Osama bin Laden is doctored. The original photo 
was of then-Senator Clinton meeting Indian actor Subhasish Mukherjee in 2004. 
The doctored photo was created as part of a Photoshop contest for the site 
FreakingNews.com in 2007. It came in eighth place.21

21 Mikkelson, David. “FACT CHECK: Hillary Clinton Meets Osama Bin Laden?” Snopes.com, 5 June 2015, www.snopes.com/
fact-check/hillary-clinton-meets-osama-bin-laden/.
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The Russians also launched a small page called “CLINTON FRAUDATION” in 
October 2016, just in time for Wikileaks’s October 7, 2016 data dump of hacked 
emails from the Clinton campaign and the Democratic National Committee.  
Clinton FRAUDation posted memes purporting to expose the dark side of the  
Clinton Foundation and other previous work by Secretary Clinton and former 
President Bill Clinton. This ad promoting the page targeted people with an  
interest in Donald Trump for President.
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The Russians adopted and frequently used villainous nicknames like “Killary” and 
common in-group phrases from hyper-partisan right-wing communities, as they did 
in the post “SHARIA LAW.”

According to the fact-checking site Snopes.com, the quote attributed to Secretary 
Clinton in the Sharia Law post is “False.”* While claims crediting this statement to 
Secretary Clinton have been circulating on the internet since March 2015, no date, 
venue, or source for the quote has ever been cited, and the statement has not been 
found in any public speech or document attributable to Secretary Clinton.22

22 Emery, David. “FALSE: Hillary Clinton Touts Sharia Law as ‘Powerful New Direction’ for Women.” Snopes.com, 1 Aug. 
2016, www.snopes.com/fact-check/hillary-clinton-sharia-law/.
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Across the Russians’ Facebook and Instagram accounts, the single piece of content 
that could remotely be considered pro-Secretary Clinton is the sponsored post 
“SUPPORT HILLARY–SAVE AMERICAN MUSLIMS.” 

The United Muslims of America page was otherwise anti-Clinton. It primarily 
advocated that its followers support third-party candidates or abstain from voting, 
and even went so far as to promote pro-Trump rallies in Florida. 

The true purpose of the event promoted in this post, however, was malicious. In its 
February 16, 2018 indictment of Russian nationals, the Department of Justice cites 
this event, stating that the defendants had:

“…recruited a real U.S. person to hold a sign depicting Clinton  
and a quote attributed to her stating ‘I think Sharia Law will  
be a powerful new direction of freedom.’ ” 23

This is the same debunked quote the Russians used in the Sharia Law post.

23 United States of America v. Internet Research Agency, et al. No. 1:18-cr-00032-DLF. United States District Court for the 
District of Columbia. 16 February 2018. Page 21, Paragraph 53. https://www.justice.gov/file/1035477/download
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Leading into Election Day, content on right-leaning Russian accounts featured 
ominous warnings that Secretary Clinton would steal the election and that her 
victory, if it happened, would be illegitimate. The Russians created memes like 
“REPEAT AFTER ME” encouraging followers not to recognize a Clinton presidency, 
and went so far as to advocate for protest in the streets to resist the peaceful 
transition of power if Secretary Clinton was the winner.
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Candidate and President  
Donald Trump
Throughout the Republican primary, the Russians right-leaning pages 
displayed a strong and consistent preference for then-candidate  
Donald Trump. 

Negative memes featuring Senator Ted Cruz (“WISCONSIN DON’T FAIL AMERICA”), 
Senator Marco Rubio (“RUBIO IS A TRAITOR”), and former Florida Governor  
Jeb Bush were prominently featured on their accounts. 

The minor exception to this treatment was Senator Rand Paul who was the subject 
of a few supportive posts very early in the primary season. 
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When allegations surfaced of racist remarks previously made by then-candidate 
Donald Trump, the Russians responded with posts like “PUBLIC EYE,” which 
appeared on their Merican Fury account. Other versions of this meme disputing 
allegations of Trump’s racism appeared across the Internet, including on the popular 
online discussion forum Reddit.
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Both during and following the 2016 election, the Russians continued to work 
to erode support for established Republican party leaders and directed young 
Republicans toward Trump and his most ardent supporters. In their “American 
Eagle” post “CHOOSE YOUR TEAM,” the Russians identified those they believe  
are the “real” Republicans. 

This meme offers a useful example of Russian tactics. The second group of 
Republican leaders in the image are labeled with a term that is a mash-up of 
“Republican” and the word “cuck”—a shortened version of “cuckold,” a derogatory 
term for a man whose wife has cheated on him. Using “cuck” as a political epithet 
originated as a label used by alt-right white supremacists to describe conservative 
white men they perceived as insufficiently committed to their racist, anti-Semitic, 
and misogynistic ideas. During the Trump presidential campaign, the alt-right used 
the term to draw a contrast between Trump and Republicans leaders they believed 
to be ineffective. This led to the term receiving alarming mainstream exposure.

It also made it a perfect word for Russian memes. It was an in-group symbol for the 
far right. It was polarizing. And it was sufficiently extreme and insulting to generate 
online reactions that could help the Russians train their algorithms and identify 
divisions among Americans that they could later exploit.
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ELECTORAL INTERFERENCE: Candidate and President Donald Trump

Another target of Russian attempts to smear establishment Republicans was 2008 
Republican presidential nominee Senator John McCain. For having the temerity of 
disagreeing with then-candidate Trump, the Russians used posts like “OUT OF HIS 

MIND” and “GUESS WHO?” to question both his sanity and his patriotism.
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ELECTORAL INTERFERENCE: Candidate and President Donald Trump

This sponsored post advertising “FLORIDA GOES TRUMP” rallies in Florida was 
branded with the Russians’ “Tea Party News” logo and was run by both United 
Muslims of America and American Made. 

This post is one of the few pieces of content that appears to have been used for 
the same purpose on both left-leaning and right-leaning Russian pages. While 
the Russians would use a particular image on sites appealing to opposite sides of 
the political spectrum, they would tailor the narrative differently to appeal to the 
interests of each page’s audience. With this post, that didn’t happen. 

Two Russian accounts leveraged unaltered content from a third account, for the 
purpose of enticing their audiences to support pro-Trump rallies in Florida. They 
did so without disclosing that the three accounts were operated by a single agency 
located in Russia, not independent American political groups. 

The “Florida Goes Trump” rallies that the ad promoted were referenced in the February 
16, 2018 Mueller indictment of Russian nationals. According to the indictment, the 
Russians went beyond just advertising these rallies on social media and also:

“…used false U.S. personas to ask real U.S. persons to participate 
in the “Florida Goes Trump” rallies. Defendants and their co-
conspirators asked certain of these individuals to perform tasks 
at the rallies. For example, Defendants and their co-conspirators 
asked one U.S. person to build a cage on a flatbed truck and 
another U.S. person to wear a costume portraying Clinton in a 
prison uniform. Defendants and their co-conspirators paid these 
individuals to complete the requests.”

According to the indictment, the Russians’ intention was to have the Secretary 
Clinton impersonator appear at the rally inside the bars of the cage while 
wearing a prison uniform.24

24 United States of America v. Internet Research Agency, et al. No. 1:18-cr-00032-DLF. United States District Court for the 
District of Columbia. 16 February 2018. Pages 22–23, Paragraph 55 (d). https://www.justice.gov/file/1035477/download
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“B. Targeted Messaging to Sow Social and Political Discord 

25.  Between in or around December 2015 and in or around May 2018, as part of the 
Conspiracy’s effort to sow discord in the U.S. political system, members of the 
Conspiracy used social media and other internet platforms to inflame passions 
on a wide variety of topics, including immigration, gun control and the Second 
Amendment, the Confederate flag, race relations, LGBT issues, the Women’s March, 
and the NFL national anthem debate…

27. The Conspirators’ activities did not exclusively adopt one ideological viewpoint; they 
wrote on topics from varied and sometimes opposing perspectives. Members of 
the Conspiracy also developed strategies and guidance to target audiences with 
conservative and liberal viewpoints, as well as particular social groups.“ 25

ISSUES

25 United States of America v. Elena Alekseevna Khusyaynova. No. l:18-MJ-464. United States District Court, Eastern 
District of Virginia, Alexandria Division. 28 September 2018. Paragraphs 25 and 27. https://www.justice.gov/opa/press-
release/file/1102316/download
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Race
Racial issues have separated Americans since before the nation’s founding. 
It should come as no surprise that the Russians included racial issues in its 
arsenal of tools for dividing America. 

The Russians created pages that appealed to the shared identities of many racial 
groups. The identity-based pages they created to appeal to white Americans 
ostensibly focused on “heritage”—not shared heritage as Americans, but the 
specific heritage of white Americans from the south. Posts on white identity pages 
like South United often featured the Confederate flag in prominent positions. Its 
inclusion—along with other images, statements, and choices in wording—helped 
make explicit the racial biases to which some of their posts only alluded. Much of 
the Russians’ content was dedicated to the idea that a cherished identity was under 
siege and had to be constantly defended from other Americans who were actively 
out to undermine it.

South United’s “THIS IS WHERE I STAND” is an example of self-pride being 
presented in an in-your-face, confrontational way.
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ISSUES: Race

South United’s posts prominently featured the Confederate flag. In the post “COME 

AND TAKE IT,” the Russians used an English-language version of a Greek phrase 
that is attributed to the Spartans and is very popular among online gun enthusiasts 
and passionate defenders of Second Amendment rights: “Molon Labe.”

Memes like this show the extent to which the Russian account creators understood 
the audiences they were trying to influence. They were able to make their content 
largely indistinguishable from authentic American meme culture through replication 
and mimicry.
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ISSUES: Race

On occasion, though, the Russians’ identity-focused content missed the mark. 
Suggesting anyone should have an abortion, as they did in “IF THESE FLAGS 

OFFEND,” was not something one would expect from an Instagram account for  
a purported media outlet called “Tea Party News.”

While much of the content on its identity-focused pages was apolitical—at least in 
terms of electoral politics—the Russians occasionally issued calls to support specific 
political candidates, using the language of identity politics.

In the post “TAKE BACK OUR HERITAGE,” the Russians advocated in support of 
Corey Stewart, a candidate in the 2017 Virginia Republican gubernatorial primary. 
Stewart attracted attention for his vocal support for Confederate monuments, a hot-
button issue during the campaign.
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ISSUES: Race

Much of the content on Russian identity-based pages that targeted the black 
community featured themes of pride and self-esteem.

“NUDE TONES,” was an extremely popular post from June 11, 2017. It was the 
Russians’ best-performing Instagram meme. It had both the most likes (254,179)  
and comments (6,734). 

The Russians took the image from the Instagram feed of the creator of the shoes the 
women are wearing. The copy refers to a common complaint among women with darker 
skin tones that “nude” is used to mean “beige,” which is inherently exclusionary.
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ISSUES: Race

The Russians ran several accounts with religious overtones that targeted black 
Americans. “Black Liberation Church” and “Black Baptist Church” had Christian 
overtones. Other pages, such as “NEFERTITI’S COMMUNITY,” focused on 
spirituality and Pan-Africanism, creating posts emphasizing shared African  
roots and destiny, the Pan-African flag (sometimes called the Black Liberation  
flag), and visuals of Egyptian pharaohs and queens.
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Another account the Russians created was “Williams & Kalvin,” featuring two men 
who claimed to be Williams and Kalvin. They operated a YouTube account where 
they posted videos featuring themselves delivering “A Word of Truth” about topics 
of interest to black Americans. Much as they did with their other fake black media 
properties, the Russians created Facebook, Instagram, and Twitter profiles of the 
same name to increase their social presence and convey legitimacy. 

In their post “QUEENS,” Williams & Kalvin spoke about the beauty and magic of 
black women–something that the Russians’ black community-targeted accounts 
regularly did, to create in-group camaraderie and reinforce cultural pride.
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ISSUES: Race

The Russians created many posts for the black community that highlighted the 
importance of supporting black-owned businesses. The topic was such a focus that 
they even created a full standalone Instagram account, “@_BLACK_BUSINESS.” 

The Russians created calls to support black-owned businesses, and in many cases 
shared the content and promoted the businesses’ own accounts. Some of the 
Russians’ posts even included special dedicated coupons for their followers to use.
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ISSUES: Race

Other posts that appeared on identity-based pages targeting the black community 
addressed issues of isolation and alienation. As they did with the post “ISOLATION,” 
the Russians at times included historical photographs—perhaps to reinforce a sense 
of time and emotional weight. Other times—as in the post “ENOUGH DREAMING”— 
they used historical figures to make their points.
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ISSUES:

Gender and Sexuality
Mirroring Black Lives Matter, “STRAIGHT LIVES MATTER” and the accompanying 
hashtag #HeterosexualPrideDay, was a meme that the Russians pushed out  
in June 2017. 

President Barack Obama had declared June LGBTQ Pride month in 2009, but the 
Trump White House declined to recognize Pride month in 2017 and 2018. This image 
appeared on Instagram account Merican Fury and had over 5,000 likes.
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ISSUES: Gender and Sexuality

The Russian account “American Made” used the post “BRAVERY” to contrast 
transgender activists like Caitlyn Jenner with soldiers facing death. It points out two 
favorite criticisms of Democrats by conservatives: their affiliation with and support of 
people of whom they disapprove—like the transgender community—and their attitude 
toward people in the military. The anger and homophobia of this post are right out 
in the open. It challenges its audiences to click like, to plant their flags on the “right” 
side of the debate and, for men, to make a statement in support of their view of 
masculinity. It apparently was quite effective; it received many likes and appeared  
in many places on social media.

The Russians stole the image used in this post. If you look closely, you can see the 
photograph is not of real soldiers, but dolls. It was created by Mark Hogancamp,  
a Navy veteran who, in 2000, was beaten by a group of five men after he told them 
he was a crossdresser. After nine days in a coma, and 40 days in the hospital, brain 
damage from the assault left him with little memory of his previous life. As a form 
of self-therapy, he makes images of posed soldiers and dolls and uses them to tell 
detailed stories.26 Criticizing “a man wearing a dress,” by using an image created by  
a man—and former soldier—who was nearly beaten to death for wearing a dress  
is both ironic and deeply offensive.

26 Green, Penelope. “In a Tiny Universe, Room to Heal.” The New York Times, The New York Times, 6 Apr. 2011, 
www.nytimes.com/2011/04/07/garden/07marwencol.html.
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ISSUES: Gender and Sexuality

How the White House (or, using the Russians’ botched copy, “WHITEHOUSE”) was 
lit provided fodder for the Russians’ culture-wars content. The account American 
Made, which targeted conservatives, implies that President Obama was a president 
for LGBTQ people, while President Trump restored the White House to a focus on 
traditional American values. It ran during LGBTQ Pride month in June 2017.
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ISSUES: Gender and Sexuality

“MY RESPONSE,” an anti-gay December 2016 meme posted on the South United 
Facebook account read, “South kicks balls! *lgbt balls*.” 

The Russians’ “LGBT United” Facebook page and Instagram account primarily 
featured posts celebrating LGBTQ culture. The author of the page claimed to be a 
young lesbian in her posts, which primarily featured tongue-in-cheek content about 
lesbian dating problems, rainbow flag products, and LGBTQ representation in movies 
and television. The page also shared stories of hate crimes and injustices against 
LGBTQ people and called on the audience to protest and take action. 
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This ad, “HOMOPHOBIC BASTARD” targeted Facebook friends of people who already 
followed the page, and told the story of St. Louis Cardinals minor league baseball 
player Tyler Dunnington. The final sentence in the ad, not visible in the image, read: 

“And the hate goes on and on and on... You need fight back! It’s 
a shame all those “big strong men” are afraid of what somebody 
does in private!!” 27

27 Saxon, Mark. “Cardinals Taking Allegations of Anti-Gay Comments ‘Very Seriously’.” ESPN, ESPN Internet Ventures, 16 
Mar. 2016, www.espn.com/mlb/story/_/id/14987597/st-louis-cardinals-look-allegations-former-pitcher-tyler-dunnington-
anti-gay-comments.
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The posts “3 ABORTIONS,” “TEMPER TANTRUM,” and “BABY CHICKS” provide three 
examples of a common tactic the Russians used on posts to its right-leaning accounts: 
marginalizing the political opinions of women through derision and contempt.

Although abortion is a highly divisive issue in American politics, the Russians did 
not dedicate an account to the topic. Instead, as they did with “3 Abortions,” they 
worked abortion-related content into their culture-war accounts and referenced 
abortion to inflame stronger reactions to their posts. With “Temper Tantrum,” the 
Russians placed their logo over the logo of the meme’s creator, which appears to 
have been Turning Point USA, a conservative nonprofit that organized students  
on college campuses.



HOW RUSSIA HACKED SOCIAL MEDIA AND DEMOCRACY 91

ISSUES: Gender and Sexuality



DIVIDING AMERICA92

ISSUES: Safety



HOW RUSSIA HACKED SOCIAL MEDIA AND DEMOCRACY 93

ISSUES: Safety

ISSUES:

Safety
The Russians played both sides in the complex national conversation 
around police brutality. Their accounts focusing on the black community 
included numerous memes, videos, and events focused on black people 
who had been killed in incidents involving police officers. 

At the same time, the Russians also created several accounts focused on “Blue  
Lives Matter” that were vocally and staunchly pro-police. “Back the Badge” was  
one of them. Its content focused on supporting police officers, praising them 
for their bravery and sacrifice. As in the post “SPECIAL PERSON,” the account 
frequently suggested those sacrifices were underappreciated by an ungrateful 
society. In posts like “DON’T GET SHOT” and “I AM NOT YOUR ENEMY,” Back the 
Badge summarized its take on who was to blame for officer-involved shootings.
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The Russians’ “Blue Lives Matter” pro-police pages often maligned Black Lives 
Matter supporters as domestic terrorists and radicals. 

“Angry Eagle” was one of the Russians’ most directly confrontational and 
antagonistic accounts, taking shots at and demonizing other groups and political 
opponents. It adopted a more aggressive point of view than Back the Badge. Their 
post “SEE NO BLACK THUGS AROUND” from December 24, 2016, relates to a story 
from Alabama about an officer who was shot during a domestic violence call.  
Its text, with the hashtags removed, reads:

“Saraland Police Officer Jackie Tucker was shot in the head upon 
arriving to the call of a domestic dispute, according to a new 
press release by Saraland Police. Saraland Police say the suspect, 
Matthew Blake Richardson, opened fire at Officer Tucker when 
she got to the residence on Martha Alleyn Drive around 10:45 on 
Wednesday morning. Officers were able to return gunfire and shoot 
Richardson, who was pronounced dead shortly after arriving to the 
hospital. Officer Tucker is in “critical but stable condition” at USA 
Medical Center, where friends, family and law enforcement officers 
from across the Gulf Coast have gathered in support and prayer. 
All thugs who infringe on the lives of the police officers should be 
annihilated. Thank God the officer survived. Next time send the 
guys from the pic to the next Baltimore or Ferguson and give them 
the right to shoot the criminals and you’ll see that the mess would 
be cleaned up in a second.”

This post received 2,633 Likes. 

It is a good example of the despicable extremes to which the Russians would go 
to distort the truth. The police officer cited in the post, Jackie Tucker, is a black 
woman. Matthew Blake Richardson was white. The headline on the image and the 
image itself were included to fool readers into assuming the reverse was true.28

28 Specker, Lawrence. “Saraland Officer Remains in Critical Condition after Shooting.” Al, 22 Dec. 2016, www.al.com/news/
mobile/2016/12/saraland_officer_remains_in_cr.html.
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Several of the Russians’ accounts masqueraded as Black Lives Matter activist 
groups, leveraging the #BlackLivesMatter hashtag on posts like “DANIEL 

PANTELEO” to grow their audiences and ingratiate themselves within online 
activist communities.29

They took the opposite tack on their Black Lives Matter pages. The post “BLUE 

LIVES DO NOT EXIST” ran from November 3-10, 2016. As an ad for the account 
Blacktivist, it was clicked on 7,885 times and generated additional organic  
social engagement.

29 “Daniel Panteleo: The Record.” The Marshall Project, www.themarshallproject.org/records/824-daniel-panteleo.
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Stories of police brutality were leveraged heavily in content presented on pages targeting 
black communities. Memes lifting up black identity were interspersed with posts like 
“GOT JUSTICE?” that reminded the audience of victims of officer-involved violence.

The original image used in this meme created by Brooklyn artist Anika Sabree 
following the death of Philando Castile. Castile was a 32-year-old black man who 
was driving in Minnesota with his girlfriend, Diamond Reynolds, and her four-year-
old daughter when he was pulled over and subsequently shot and killed by a police 
officer. Castile’s death received widespread attention because Reynolds live-
streamed the aftermath of the shooting on Facebook.

It is worth noting that the Russians’ use of Sabree’s art was not unique. The Russians 
regularly co-opted real expressions of American activism from all points on the 
political spectrum and used other people’s materials for their own ends. Their doing 
so does not invalidate those expressions or the movements from which they arose.
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Guns are already a polarizing part of American culture. Some view owning them as  
a fundamental right; others see them as deeply harmful weapons with no place in  
a civilized society. The debate over gun rights in America provided the Russians with 
a useful target for exploiting division. 

One of the Russians’ efforts on guns centered on the Facebook account “Defend 
the 2nd,” a page that targeted Americans who were passionately committed to gun 
culture. It was positioned in ads and sponsored posts as a community for patriotic 
Americans proclaiming their Constitutional right to bear arms.

The goal of this ad for “DEFEND THE 2ND” was to entice viewers to click “Like 
Page,” which would give the Russians permission to continue to send them organic 
content without paid promotion and the opportunity to develop longstanding 
relationships with the American users.
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ISSUES: Safety

The Russians created an account dedicated specifically for advocating for increased 
gun ownership in the black community under the name “BLACK GUNS MATTER.” 
The name is an exact duplicate of a real organization run by activist Maj Toure that 
aims to provide gun ownership resources and training to black communities. 

The Russians’ “Black Guns Matter” page merged themes that appeared elsewhere: 
identity and race relations, plus pro-gun pride. It targeted black Americans who 
appreciated firearms and were pro-Second Amendment. Its content featured images 
of weapons, with posts admiring their design and craftsmanship.
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Although it primarily focused on content that exploited the divisiveness of the  
gun debate in American, the Russians also used Defend the 2nd to take positions 
on electoral politics. 

The meme “IRONY” framed Secretary Hillary Clinton’s position in favor of stronger 
gun control as hypocritical. The meme “HISTORY IS THE GREATEST TEACHER” 
encourages the reader to take sides between the first four U.S. presidents, President 
Lincoln, Mahatma Gandhi, and Reverend Dr. Martin Luther King, Jr., who it claims 
think you should own guns, and those who think you shouldn’t: reviled enemies of 
America like King George III, Hitler, Stalin, and Mao, with whom they include former 
President Barack Obama, who they present as the leader of ISIS. In “DEFEND THE 

SECOND AMENDMENT,” President Donald Trump is presented in an altered image 
to look like one of the founders of the United States.
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The Instagram account for Defend the 2nd, “defend.the.second,” took an irreverent 
tone, appropriating memes created by genuine American gun aficionados. “Jokes” 
similar to the one in “WHY DO I HAVE A GUN” were superimposed atop images of 
dozens of different guns. It’s repurposing of content made by real American activists 
and enthusiasts underscores how the Russians exploited legitimate opinions and 
content to grow audiences for their misinformation efforts.
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Immigration
The immigration debate and issues involving changing demographics 
in America were hot button issues during the 2016 presidential election 
and have continued to be points of political division during the Trump 
presidency. The Russians created pages to attract audiences interested 
in strengthening border security and ending illegal immigration. As they 
did elsewhere, the Russians used language to make their points more 
divisive; on these issues, they often replaced the word “immigrants”  
with “invaders.” 

The memes “DEPORTING 13 MILLION” and “BRICK IN THE WALL” assert President 
Donald Trump’s role as someone who will fight illegal immigration.
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ISSUES: Immigration

Posts such as “WARFARE BY BIRTHRATE” and “ALL CRIMINALS” are examples  
of how the Russians tried to define common enemies for targeted groups.
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Questions of who is an American and how people become Americans were favorite 
topics of the Russian page “Secured Borders.” In February 2017, Secured Borders 
questioned the idea that two noncitizens who were in the country illegally could 
have a child who was a citizen in its post “END BIRTHRIGHT CITIZENSHIP,” and 
justified its position with appeals to history and the U.S. Constitution. 

The Russians repeatedly repurposed the text by it placing alongside other images. 
In one instance, the text appeared together with a photo of Latinos with baby 
carriages at a parade.

The collection of terms at the bottom of the image are hashtags used to get the 
post into the feeds of Instagram users. The post was liked 1,645 times.
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Anger can be a powerful motivator for people to engage with social media posts. 
The IRA post “FREELOADERS” from their “Secured Borders” page was designed to 
entice people to share it out of anger. In this case, the image was doctored to both 
sensationalize and mislead. The photo of the woman on the right was taken a decade 
ago, and her sign originally read “No human being is illegal.” The altered image was 
liked and shared hundreds of times.

“YES WE CAN” mocks both the slogan of the 2008 Obama campaign and the 
rallying cry, “¡Sí, se puede!” “¡Sí, se puede!” or “Yes I Can” is the motto of the United 
Farmworkers of America, a labor union founded by Cesar Chavez and Dolores Huerta.
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The Russians’ immigration-related content frequently involved veterans, as it does 
in the post “WE OWE ILLEGALS NOTHING.” Contrasting the lack of concern they 
believed liberals had about the plight of veterans with the concern they showed 
for “invading” immigrants, the Russians built a narrative focused on how limited 
resources were being deployed to the wrong people.
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The meme “HOMELESS MOM” extended the narrative about expending 
resources on the wrong people beyond just veterans. Intractable problems like 
homelessness, joblessness, and poverty were framed by the Russians as examples 
of the government failing its own citizens while giving money and assistance to 
undocumented immigrants.

The meme “FOREIGN LANGUAGE” appeared on the page “Being Patriotic.” With 11.4 
million interactions, Being Patriotic had the second-highest level of user engagement 
of all the Russians’ Facebook pages. While Being Patriotic focused less on highlighting 
the criminality of immigrants, it still defined what it means to be an American in 
confrontational terms.

The misspelling of “accomodate illigals” in the image’s third line may have been the 
result of a Russian operative’s limited knowledge of English or it may have been part 
of an original image that the Russians appropriated. It is also possible, however, that 
the misspellings were purposeful. Liberal audiences reacted to the irony of someone 
objecting to learning a “foreign language” while failing to use English correctly, and 
they began sharing the meme to ridicule their opposition.
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Being Patriotic’s November 25, 2016 post “STOP CALLING THEM DREAMERS” is 
just one example of ads from that sought to draw attention to criminality among 
immigrants. Based on the grammatical issues in the text, it is likely the Russians 
created this ad instead of repurposing someone else’s content. The inspiration for 
the post appears to have been a November 24, 2016 article on Breitbart.com, and 
the visual and the first sentence of the text accompanying it were identical: 

“Jorge Luis Ramirez, 33, an illegal immigrant living in Pennsylvania, 
is accused of sexually-assaulting a 12-year-old girl. We need a 
government that won’t allow such people to come to our country! 
Breaking the immigration laws is already a crime, but for some 
insane reason our liberal authorities let them commit several more 
crimes before starting to catch them. patriots americanpatriots 
politics conservative libertarian patriotic republican elections2016 
usa america americaproud peace nowar wethepeople patriot 
republican freedom secondamendment MAGA PresidentTrump.” 30

30 Rodriguez, Katherine. “Police: Illegal Immigrant Sexually Assaults 12-Year-Old Girl More Than a Dozen 
Times.” Breitbart.com, Breitbart News, 24 Nov. 2016, www.breitbart.com/politics/2016/11/24/police-illegal-
immigrant-sexually-assaults-12-year-old-girl-dozen-times/.
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Secured Borders also ran the post “YOU HAVE TO GO BACK” in February 2017, 
following President Trump’s inauguration. The call to action “Like if You Agree” 
delivered 2,798 likes. 
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While the Russians did not publish any pages dedicated to pro-immigration 
positions, they published several pages focused on the cultural heritage and  
identity of indigenous and immigrant communities. “Native Americans United,” 
a left-leaning Russian page focused on Native American identity, used irony and 
history to frame the immigration debate in posts like “1492,” “SHOULD HAVE 

BUILT A WALL,” and “SETTLER COLONIAL STATE.” In the post “RISE UP,” they 
called for action.
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“Brown Power” was a Russian Facebook page targeting people of Mexican and 
Latin American descent. According to its ad targeting data, it appealed to Chicanos 
and those with an interest in La Raza and Hispanidad. This April 2017 ad, “WE ARE 

NOT IMMIGRANTS,” claims that Mexicans and Indigenous people aren’t immigrants 
because the land was originally theirs.
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The Russians regularly shared posts featuring powerful women on pages and 
accounts focused on building identity among minority groups. “CHICANAS” from the 
Brown Power page was one such post. It lauded Chicana women as both beautiful 
and powerful to create a sense of pride in identity. The ad ran in April 2017, targeting 
people who liked Latin hip-hop, Chicano rap, lowriders, and La Raza. It received 4,410 
clicks and appears to have received thousands of reactions and shares organically.
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Religion
Religion was also a tool of division for the Russians. With members of the 
religious groups it targeted, the Russians sought to amplify feelings of 
in-group identity and then reinforce feelings of intolerance and disdain for 
other religious and secular groups by highlighting areas of difference and 
blaming them for various ills. Some of the Russians’ religious-themed posts 
used religious iconography to sow division.

In its post “SAY MERRY CHRISTMAS AGAIN,” the Russians participated in the 
annual culture war skirmish over “Merry Christmas” vs. “Happy Holidays,” railing 
against “PC culture” with this image of President Donald Trump as Santa Claus  
(and Senator Ted Cruz peering in through the window, dressed as an elf).
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ISSUES: Religion

The Russians’ “ARMY OF JESUS” ran ads proclaiming themselves as a Facebook 
and Instagram account for conservative Christians. Much of their content focused 
on pride in Christian culture, images of Jesus, devotionals, and calls to defend 
Christianity in American culture.

The Russians often presented narratives about the alleged Islamization of America 
and the concurrent devaluation of Christian morality. 

In “HOW IS THIS OKAY,” the Russians called attention to a right-wing allegation 
that schools are encouraging children to practice Islamic prayer while banning 
Christian prayer.
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ISSUES: Religion

Outlawing Sharia law and religious face coverings was a popular theme on the 
Russians anti-Muslim pages. The post “BANNED IN AMERICA” on the Russian page 
Stop All Invaders resulted in 5,000 comments, 4,300 shares, and 14,000 reactions. 
Organic reach—exposure or engagement from social media posts that happens 
without paid promotion—helped spread these ideas to Facebook users who didn’t 
follow Russian pages.

“WON’T ALLOW THIS,” which was posted to the Russians’ Merican Fury page, made 
a similar, more crudely worded point.



ISSUES: Religion

DIVIDING AMERICA128

In the post “YOU KNOW ME AS SATAN,” on the Russians’ Stop All Invaders page, a 
picture of Satan is coupled with text insinuating that Allah, the Arabic word for God 
in Islam, is the devil.



HOW RUSSIA HACKED SOCIAL MEDIA AND DEMOCRACY 129

ISSUES: Religion

Posts with religious themes also appeared on Russian pages targeting identity 
groups where religion was not the unifying interest. Russian pages targeting the 
black community, for example, regularly discussed Christianity and faith. In “BLACK 

JESUS,” an ad for the page “Black Edification,” the Russians disparaged images 
depicting Jesus as having white skin and European features as “Bible fan-fiction” and 
called attention to Jesus’s Semitic descent, arguing that his skin was likely darker. 

This ad provides an example of the way the Russians would regularly stoke grievances 
by one group against another group. Because this type of content is not tied to a 
particular event or time period, the Russians could repurpose and reuse it during 
periods with fewer opportunities to foster and amplify outrage about current events. 
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ISSUES: Religion

The “@muslim_voice” Instagram account ran the meme “BAN AMERICANS” 
that flipped the anti-Muslim refugee narrative. It showed images of soldiers and 
suggested that Americans should be banned from entering Muslim countries  
instead of the other way around.
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ISSUES: Religion

As with the Native American, black, LGBTQ, and other identity-focused pages 
that the Russians created, pages designed to appeal to religious groups ran posts 
like “YES, I’M MUSLIM” that reinforced a sense of pride while highlighting group 
differences and evoking feelings of being mistreated and shown insufficient respect.
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ISSUES: Religion

The post “MY HIJAB” reinforces Muslim pride by presenting the head covering as a 
choice made by powerful women of faith in a way that was likely to generate strong 
reactions from both sides of a contentious political issue.
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ISSUES:

National Defense
The “Coexist” logo began as a part of an art contest for an Israeli museum, a symbol 
incorporated into one of U2’s world tours, a t-shirt, a bumper sticker, and eventually 
a product. It changed over time but, in every incarnation, it combined icons from 
multiple faiths as a visual representation of unity. 

Until the Russians got their hands on it. The Russians’ meme “COEXIST,” on  
the Secured Borders page, took the original form of the logo and inverted its 
meaning, using it to tie together themes of religion, refugees, and resources  
to exacerbate factionalism.

In doing so, it summarized the point of view for which it advocated across most 
of its accounts: the world outside of America is a frightening place, filled with 
dangerous enemies unlike ourselves. The future is a choice between us and them, 
and there may be people here at home who are on the wrong side of this choice. 
This perspective comes through repeatedly in Russian posts about world affairs  
and national defense.
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The 2017 Russian post “NO THANKS” from Secured Borders praised President 
Donald Trump for ending the long tradition of celebrating the end of Ramadan at 
the White House. The visual features President Barack Obama speaking before an 
audience with members in traditional Muslim dress, likely chosen because it would 
play on the lie that President Obama is Muslim. 

The post visually implies that President Trump’s canceling the celebration was a 
rejection of President Obama, even though the first Iftar was held at the White 
House in December 1805, when President Thomas Jefferson postponed dinner to 
accommodate the Ramadan fasting of an envoy from the Beylik of Tunis during the 
First Barbary War. In 1996, Hillary Clinton started the annual tradition of hosting an 
Eid celebration at the White House at the end of Ramadan. This tradition continued 
for the rest of the Clinton presidency and every year of President George W. Bush’s 
term.31 While President Trump did not hold an Iftar in 2017, he revived the tradition in 
2018 and 2019.32

31 Wang, Amy B. “President Trump Just Ended a Long Tradition of Celebrating Ramadan at the White House.” The 
Washington Post, WP Company, 25 June 2017, www.washingtonpost.com/news/retropolis/wp/2017/06/17/thomas-
jeffersons-iftar-dinner-and-the-history-of-ramadan-at-the-white-house/?utm_term=.c06f215ce645.

32 “President Donald Trump Hosts 2nd Iftar Dinner amid Tensions with Muslim Community.” ABC News, ABC 
News Network, 13 May 2019, abcnews.go.com/Politics/president-donald-trump-hosts-2nd-iftar-dinner-amid/
story?id=63005219.
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In the same way that Donald Trump raised doubt about President Obama’s place 
of birth and religious affiliation, highly partisan and conspiratorial elements of the 
American press created sensationalist insinuations about Secretary Hillary Clinton’s 
associates. The Russians picked them up and amplified them. In the post “HUMA 

ABEDIN” on its Tea Party News site, the Russians produced a photo edit that turned 
Huma Abedin into a veiled jihadi and tried to tie her to the mass shooting of 14 
people in San Bernardino, California.

Right-wing targeted content about Islam, in posts like “DEATH TO AMERICA,” was 
also used to exploit political divisions by portraying liberals–who have traditionally 
supported Muslims–as rubes.
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ISSUES: National Defense

The post “I SEE INVADERS” asserts that jihadists are hidden among Muslim 
refugees coming to the United States—70% of whom are male. 

The image in this post, however, is not of refugees coming to America. It is a  
photo of a train of migrants arriving in Germany. And while the people exiting  
the train are all men, news and fact-checking organizations released photos from 
the subsequent day when the train bringing the women and children refugees 
arrived at the same train station.
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ISSUES: National Defense

The Russians’ perspective on national defense also involved a pointed take  
on the military.

On April 9th, 2016, actress and director Lena Dunham gave an interview about 
supporting the candidacy of Secretary Clinton, during which she made a statement 
about the differences in the treatment experienced by Secretary Clinton and the 
other presidential candidates: 

“The other candidates are white men and  they cannot understand, 
even if they can understand it intellectually… for what it’s like to 
be under that kind of attack, and I’m so impressed by the way she 
continues to soldier forth.” 33

This quote spawned a meme, in which Turning Point USA and others began to post 
an image of Dunham above images of white men who had been violently attacked. 

The post “LENA DUNHAM” on the Russians’ Angry Eagle page skips the photo  
of Dunham but contrasts her statement with an image of injured soldiers.

33 Siegler, Mara. “Lena Dunham Reaffirms Her Love for Hillary.” Page Six, Page Six, 10 Apr. 2016,  
pagesix.com/2016/04/09/lena-dunham-reaffirms-her-love-for-hillary/.
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ISSUES: National Defense

In posts like “SIX THINGS” and “THAT’S CUTE,” the Russians linked the military, 
masculinity, and hostile patriotism for hawkish, pro-military audiences. Both posts 
are based on existing memes. Slogans referencing the “six things”—faith, family, 
guns, flag, country, and liberty—are featured on t-shirts sold across the web. The 
phrasing of the text and the “Army Ranger” stock photo over which the Russians 
placed it implies both a willingness to use violence to defend these six values and 
the need to do so.

There is only one value expressed in That’s Cute: firepower. The post is an example 
of a particular type of military meme: the aircraft carrier meme. Aircraft carrier 
memes focus on the massive size and destructive power of aircraft carriers as 
compared to other weaponry. Unlike Six Things, which implies the existence of an 
enemy without identifying it, That’s Cute calls out ISIS (the Islamic State of Iraq  
and Syria) by name.
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EXPLOITING  
REAL-WORLD EVENTS

25.  …Members of the Conspiracy took advantage of specific events in the United States 
to anchor their themes, including the shootings of church members in Charleston, 
South Carolina, and concert attendees in Las Vegas, Nevada; the Charlottesville “Unite 
the Right” rally and associated violence; police shootings of African-American men; as 
well as the personnel and policy decisions of the current U.S. administration.“ 34

34 United States of America v. Elena Alekseevna Khusyaynova. No. l:18-MJ-464. United States District Court, Eastern 
District of Virginia, Alexandria Division. 28 September 2018. Paragraph 25. https://www.justice.gov/opa/press-release/
file/1102316/download
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EXPLOITING REAL-WORLD EVENTS

The promoted post “LIBYA” from the Russians’ Being Patriotic page shows the way 
Russia’s attacks on our democracy and on Secretary Hillary Clinton’s campaign found 
fertile ground in our own vicious political discourse. It was published on March 18, 2016 
and targeted to reach people who liked “Being Patriotic” and their Facebook friends. 

Four days earlier, in an interview with MSNBC reporter Chris Matthews, Secretary 
Clinton had said, “We didn’t lose a single person in Libya.” 

After the 2012 Benghazi embassy bombing that killed four Americans, the 
statement, on its face, seemed obviously untrue. In fact, in the interview Clinton was 
referring to the 2011 American military intervention in Libya, in which case her claim 
was accurate.35 Nonetheless, after the interview, conservatives roundly accused her  
of lying. All the Russians had to do was amplify our own fact-free political discourse.

35 LaCapria, Kim. “FACT CHECK: Hillary Clinton: ‘We Didn’t Lose a Single Person’ in Libya.” Snopes.com, 17 Mar. 2016,  
www.snopes.com/fact-check/hillary-clinton-benghazi-msnbc/.
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EXPLOITING REAL-WORLD EVENTS

The Russians’ right-wing accounts, particularly on Twitter, expressed their fury that 
FBI Director James Comey did not indict Secretary Clinton, and did not spend more 
time investigating the emails found on Anthony Weiner’s laptop in late October 
2016. On their pro-police and right-leaning pages, they began to release memes 
portraying him as a “DIRTY COP” and undermining his credibility.
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The debate over gendered restrooms, and a broader national conversation about 
the rights of transgender people, was picking up as the 2016 presidential campaign 
got underway. In March 2016, North Carolina passed House Bill 2, otherwise known 
as the “Bathroom Bill,” which required transgender people to use the bathroom 
matching the gender they were assigned at birth. It faced a swift backlash. 

The debate did not break firmly on party lines. In fact, then-candidate Donald Trump 
spoke in favor of letting trans people use the bathroom they identified with, but the 
issue created a heated national conversation that the Russians leveraged for its 
own ends, in posts like “RESTROOMS.”
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EXPLOITING REAL-WORLD EVENTS

The post “IF THIS FLAG OFFENDS YOU” can be seen as an attempt to divide 
Americans along partisan lines, taking one individual’s grievance and extending it as 
an affront against conservatives by all liberals. This ad for the Russian page Being 
Patriotic ran on May 19, 2016, 16 days after then-candidate Trump had secured the 
Republican nomination for president, and the day after he had released his list of 
highly desirable possible nominees to fill Justice Scalia’s seat on the Supreme Court. 

The story it references was from a 2009 incident that went viral five years later. 
Four years after that, the Russians picked it up again. Its narrative was marked as 
a “Mixture” of true and false by fact-checking site Snopes.com, and it triggered a 
range of cultural flashpoints to incite conservative audiences.36 It received 4,300 
shares and 5,200 reactions, suggesting that it was emotionally resonant.

36 Mikkelson, David. “Retired Marine Forced to Remove ‘USMC Decals,’ Neighbors Keep Obama Stickers.” Snopes.com, 21 
Nov. 2014, www.snopes.com/fact-check/sticker-crock/.
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To draw awareness to racial injustice and officer-involved shootings in the United 
States, Colin Kaepernick, quarterback for the San Francisco 49ers, began first to sit, 
and then kneel, during the playing of the national anthem. His actions made him a 
prominent and divisive figure in national politics. Some were moved by his protests, 
but others found them disrespectful. 

The controversy heated up in September 2017 when President Trump suggested 
that NFL owners fire “kneelers.” The Russians leveraged Kaepernick and the 
controversy through their accounts targeting the black community and their 
accounts appealing to the right-wing. They played both sides, presenting him  
as a hero to one group and disparaging him to the other, as they did in the post 
“LIKE FOR MARINE.”

Pro-law enforcement and divisive race-related content was not limited to pages 
specifically focused on the police. Real-life events could provide the impetus for  
the Russians to place this kind of content on their other accounts. 
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EXPLOITING REAL-WORLD EVENTS

In this Oct 2016 ad, “ANOTHER GRUESOME ATTACK,” for example, Being Patriotic 
politicized a tragic event in Boston, using it to praise police officers and then-
candidate Trump, and attack Black Lives Matter, Secretary Clinton, and liberal elites.
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INSTIGATING 
PROTESTS

17.  Members of the Conspiracy also staged and promoted political rallies inside the 
United States, and while posing as U.S. grassroots entities and U.S. persons, and 
without revealing their Russian identities and Project Lakhta affiliation, promoted or 
disparaged candidates and campaigns and organized rallies and counter-protests 
around particular socially divisive issues.” 37

37 United States of America v. Elena Alekseevna Khusyaynova. No. l:18-MJ-464. United States District Court, Eastern 
District of Virginia, Alexandria Division. 28 September 2018. Paragraph 17. https://www.justice.gov/opa/press-release/
file/1102316/download
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To help hide they were a foreign operation, create the appearance of legitimacy, 
and reinforce their online activities, the Russians organized protests and rallies, and 
recruited Americans to help organize, promote, and attend them. The Mueller report 
“…identified dozens of U.S. rallies organized by the IRA. The earliest evidence of a 
rally was a “confederate rally” in November 2015.38

The Russians page Black Matters ran a sponsored post highlighting a “NOT MY 

HERITAGE RALLY” that was to be held in Mississippi on March 26, 2016. 

The Russians created the ad on March 15, 2016. They were charged approximately 
$200 dollars, which they paid in Russian rubles. Local Mississippi newspapers on 
March 27, 2016 reported that “dozens” of people rallied and marched to the Capitol.

38 Mueller, Robert S., III. “Report on the Investigation Into Russian Interference In The 2016 Presidential Election, Volume I.” 
Washington, D. C. March 2019. Page 29.
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In addition to the rallies and marches supporting victims of violence, the Russians held 
marches to support the police–and to hurt Secretary Hillary Clinton simultaneously. 

The rally promoted in the ad “WE CALL THEM PATRIOTS” was held in July 2016, 
and explicitly politicizes the issue. It was targeted to reach people in New York who 
had an interest in Donald Trump, his campaign, or Donald Trump Jr.

This rally was mentioned in Robert Mueller’s February 2018 indictment of Russian 
nationals as the “Down with Hillary” rally. The Russians contacted grassroots groups 
and unwitting Trump supporters to encourage them to turn out, even offering 
money to cover rally expenses.39

39 United States of America v. Internet Research Agency, et al. No. 1:18-cr-00032-DLF. United States District Court for the 
District of Columbia. 16 February 2018. Page 21, Paragraph 54 and Page 26, Paragraphs 66 and 67. https://www.justice.
gov/file/1035477/download
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In this ad, the Russian account “LGBT UNITED” promoted a May 25, 2016 counter-
protest of a planned Westboro Baptist Church Event. Westboro Baptist Church 
is notorious for its anti-LGBTQ hate speech, and for holding anti-gay protests at 
prominent funerals. According to the local paper Lawrence (Kansas) Journal-World, 
the group shows up annually to protest graduation ceremonies at local high schools.40 

In 2016, the Russians sponsored a counter-protest using ads targeting Kansans 
from ages 14-65 with an interest in LGBTQ issues, Senator Bernie Sanders,  
and Secretary Clinton. 

The teacher sponsoring the school’s LGBTQ equality alliance received an  
email from the Russian operative organizing the event, but she was skeptical  
of participating because the person seemed unaware of how often Westboro  
ran these sorts of protests.

40 Hlavacek, Joanna. “Facebook Ad Promoting 2016 Lawrence Protest among Those Paid for by Russian Trolls.” LJWorld.
com, The Lawrence Journal-World, 1 Nov. 2017, www2.ljworld.com/news/2017/nov/01/facebook-ad-promoting-2016-
lawrence-protest-among/.
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28.  Members of the Conspiracy also developed detailed analysis of timely news 
articles and guidance for how to describe the articles in social media posts in 

order to promote the objectives of the Conspiracy.” 41

DISCREDITING 
LEGITIMATE MEDIA

41 United States of America v. Elena Alekseevna Khusyaynova. No. l:18-MJ-464. United States District Court,  
Eastern District of Virginia, Alexandria Division. 28 September 2018. Paragraph 28.  
https://www.justice.gov/opa/press-release/file/1102316/download
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The Russians conducted a disinformation campaign in the United States 
through social media from 2015–2017. Disinformation fails when its targets 
have access to legitimate sources of accurate information that they are 
willing to trust to debunk false claims. To make their disinformation efforts 
more successful, the Russians made undermining Americans’ trust in 
legitimate news sources a regular part of their efforts.

For example, the post “MUSLIMS IN FLORIDA” on the Russian page United Muslims 
of America turned a positive story about Muslim identity into a critique of Fox News. 
The sentiment of the post mirrored a theme the Russians also used in content for 
the black community: that the news media only portrays them in a negative light.



DIVIDING AMERICA162

DISCREDITING LEGITIMATE MEDIA



HOW RUSSIA HACKED SOCIAL MEDIA AND DEMOCRACY 163

DISCREDITING LEGITIMATE MEDIA

Throughout the entirety of its social media operations, the Russians consistently 
promoted the idea that the mainstream media in the United States was biased and 
flawed and tried to position its accounts as alternatives. 

As he moved through his campaign and into the early days of his presidency,  
Donald Trump often demeaned U.S. media as fake, fraudulent, and “the enemy of 
the people.” When President Trump began to regularly condemn specific networks 
like CNN, the Russians followed his lead and amplified his message in posts like 
“LISTEN TO PROPAGANDA.”

While they were vilifying main stream media outlets, the Russians also benefited 
from their coverage. According to the Mueller report, the Russians:

“U.S. media outlets… quoted tweets from IRA-controlled accounts 
and attributed them to the reactions of real U.S. persons. Similarly, 
numerous high-profile U.S. persons, including former Ambassador 
Michael McFaul, Roger Stone, Sean Hannity, and Michael Flynn, Jr., 
retweeted or responded to tweets posted to these IRA-controlled 
accounts. Multiple individuals affiliated with the Trump Campaign 
also promoted IRA tweets.” 42

42 Mueller, Robert S., III. “Report on the Investigation Into Russian Interference In The 2016 Presidential Election, Volume I.” 
Washington, D. C. March 2019. Pages 28–29.
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Articles analyzing the role that social media played in the 2016 campaign began 
to appear almost immediately following Election Day. Prior to President Trump’s 
victory, there had been some news coverage of fake social media pages and dubious 
accounts that promoted his campaign. There was also coverage of the numerous 
examples of viral fake news headlines disparaging Secretary Hillary Clinton. 

As investigations began and the conversation about disinformation on social media 
began to heat up, the Russians responded by mocking the problem. Their memes—
such as “WHEN PEOPLE ARE LIKE”—consistently sought to diminish the public’s 
perception of the impact fake news on social media was having on American society 
and redirect attention to allegations of fake news from legitimate news sources.

Russian social media trolls, which the Mueller report defines as “…Internet users—
in this context, paid operatives—who post inflammatory or otherwise disruptive 
content on social media or other websites,”43 also began meta-trolling: they 
ridiculed the very idea that Russian trolls existed. Throughout 2017, the Russians 
pushed this narrative. Memes like “BOOM” from the Russians’ American Made page 
offer a glimpse into their campaign to convince the public that Russian interference 
in the 2016 campaign was a myth.

43 Mueller, Robert S., III. “Report on the Investigation Into Russian Interference In The 2016 Presidential Election, Volume I.” 
Washington, D. C. March 2019. Page 18.
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Social media companies responded to investigations into Russian activities  
by quietly beginning to take down suspicious accounts. 

The Russians responded to increasing moderation and account closures on 
Facebook and elsewhere by framing them as “FASCIST CENSORSHIP” of free 
speech and tying them together with domestic terrorism and liberalism. 

They ran memes like “REMOVED IT,” portraying Facebook and its CEO Mark 
Zuckerberg as Big Brother from 1984. And, as it was running the kind of 
disinformation campaign that “GEORGE ORWELL” warned of, the IRA ironically  
used a quote of Orwell’s to attack the legitimate sources of information that  
were trying to stop them.
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CONCLUSION 
The social media content on the preceding pages is a minute sample of the torrent 
of misinformation directed at the United States. The core of Putin’s propaganda 
and influence campaign comprised over 200,000 pieces of social media content, 
including ads, memes, posts, comments, and events. 

Although U.S. intelligence agencies warned of potential Russian interference in 
western democracies as early as 2014, it was not until October 2016, however, that 
they publicly confirmed Russia was trying to interfere with the election. By then, 
Russia had run its propaganda campaign without detection by the American people, 
and the damage was done. Most Americans were unaware of the extent of the 
Russian interference until well after the 2016 presidential election was over.

This attack was so serious that Special Counsel Robert S. Mueller III indicted the 
Russians responsible for it. These indictments, however, were in absentia because 
the accused remained—and remain—in Russia. To this day, the leaders of the U.S. 
intelligence community serving in the Trump administration confirm that Russia 
continues to interfere in our elections.

The Russian attack on our political system was divisive. It coincided with the 
emergence of presidential candidate Donald Trump, who rejected America’s 
traditional impulse toward pluralism. The politics of discord and division that  
Trump favors is the same politics that the Russians have sought to exploit.

President Trump has repeatedly denied Russia interfered in the election. When 
asked whether he thought Russia is still targeting U.S. elections, he answered,  
“No,” but he continues to invite their intervention.

American revolutionaries brought forth what Frederick Douglass called “a composite 
nation… made up of almost every variety of the human family,” a place where “as 
before the law, there should be no rich, no poor, no high, no low, no white, no black, 
but common country, common citizenship, equal rights, and a common destiny.” 44

44 “A Vision for American Citizenship.” National Museum of American History, 22 June 2017, americanhistory.si.edu/
democracy-exhibition/creating-citizens/defining-citizenship/vision-american.
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CONCLUSION

America is an ongoing act of creation. Generation after generation have protested, 
voted, fought, and died to manifest the ideals of our Constitution. Who we consider 
our nation’s “Founders” should not be limited just to those who were present at its 
inception. Our Founders must also include those whose contributions have been 
foundational and fundamental to our country.

America’s Founders declared that people are not possessions.

America’s Founders sought the vote after being denied it.

America’s Founders insisted on equal justice under the law instead of vigilante 
justice from a lynch mob.

America’s Founders demanded equal, fair, and safe working conditions and continue 
to demand equal pay for equal work.

America’s Founders refused to be told what neighborhood they could call home.

America’s Founders broke down barriers and smashed ceilings—and continue to do so.

America’s Founders asserted that equal protection, equal opportunity, and bodily 
autonomy are not contingent upon gender.

America’s Founders insisted people should be free to marry whomever they choose.

And America’s Founders fought to protect our freedoms, rights, and commitments 
to one another, both overseas and here at home.

This long line of American Founders created, secured, and endowed us with a 
republic of limitless prospects. We owe them the debt of guarding their bequest, 
building on it, and paying it forward to those who succeed us. By failing to 
acknowledge and protect America from Russia’s continuing misinformation effort, 
President Trump betrays our pluralist legacy and imperils our posterity.

If we are to avoid becoming the first generation of Americans to leave their 
children with less freedom, fewer opportunities, and more fear, we must collectively 
step away from the politics of President Trump and the Russians. And we must 
remember: We are Americans, not enemies.



DIVIDING AMERICA170

BACK COVER FOOTNOTES:

1 Former FBI Director James Comey during the House Intelligence Committee open hearing regarding Russian 
interference on March 20, 2017.

2 “Intelligence Community Assessment: Assessing Russian Activities and Intentions in Recent US Elections”: The 
Analytic Process and Cyber Incident Attribution.” ICA 2017-01D. Office of the Director of National Intelligence. 6 
January 2017. Page ii.

3 Late Senator John McCain in Jack Bryan’s 2018 documentary, Active Measures. 

4 Russian President Vladimir Putin’s response to a reporter’s question “President Putin, did you want President Trump to 
win the election and did you direct any of your officials to help him do that?” at the Helsinki Summit on July 16, 2018.

5 United States of America v. Internet Research Agency, LLC. No.1:18-cr-00032-DLF. United States District Court for the 
District of Columbia. 16 February 2018. Paragraph 6. https://www.justice.gov/file/1035477/download

6 Representative Adam Schiff during the House Intelligence Committee open hearing regarding Russian interference on 
March 20, 2017.

Acknowledgements 
In order to understand the true nature and extent of Russia’s election hacking, I 
began to compile the images for Dividing America. I would like to thank the following 
people who assembled and culled hundreds of Russian social media posts, analyzed 
each post’s intent, drafted detailed captions and explanations, edited the content, and 
ultimately organized and designed the book itself. This talented team included:  
Renée DiResta, Mike Thomas, Kathy Berta, Clare Bowen Snape, Reverb Art + Design, 
Villa Beach Communications, and Jeff Rusnak and the team at R Strategy Group.  
I would also like to acknowledge Ambassador Richard Celeste, Christopher Celeste, 
Jack Turnage, and Brad Jupp who volunteered their time and guidance. Once 
completed, Bennet for America licensed the content and produced the final format 
and digital distribution.





“They’ll be back in 2020. 

...they introduced chaos and 

division and discord.”

— Former FBI Director 

James Comey 1 

“The Russians successfully 

meddled in our democracy and 

our intelligence agencies have 

concluded they will do so again.”

— Representative Adam Schiff 6

“We assess Russian President 

Vladimir Putin ordered an 

influence campaign in 2016 aimed 

at the US presidential election.”

— Assessing Russian Activities and 

Intentions in Recent US Elections 2

“Yes, I did. Yes, I did. 

Because he talked about 

bringing the U.S.–Russia 

relationship back to normal.” 

— Russian President

Vladimir Putin 4

“The fact that there was an 

attack on the fundamental — 

the absolute fundamental — 

a free and fair election, 

should alarm all of us.” 

— Late SenatorJohn McCain 3

“[Russia] had a strategic goal to 

sow discord in the U.S. political 

system, including the 2016 U.S. 

presidential election.”

— United States v. Internet 

Research Agency 5
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